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DEPARTMENT OF LAW

INTRODUCTION

The Department of Law was establushed in November, 1959 for
the purpose of lmpamng post graduate legal educatson and
encouraging legal research, the need for which was felt long
ago as Mumbai is the commercial capital of India and the
importance of the study of Law and legal research cannot be
over emphasized. The Department provides for courses leading
to LL.M., M.Phil., Ph.D. Degree and the following Post Graduate
Diploma Courses.

1) Post Graduate Diploma Course in Intellectual Property
Rights
2) Post Graduate Diploma in Alternative Dispute Resolution el
3) Post Graduate Diploma in Securities Law
4) Post Graduate Diploma in Cyber Law and Information
Technology

O. 5554 Title of the Course : Post Graduate Diploma in

Cyber Law and Information
Technology

0. 5555 Eligibility . Graduate from any faculty
from a recognized University.

R. 5240 Duration of the Course . One Academic Year

R. 5241 Fees for the course : Rs. 8700/ @»’L
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'™ - To be held at tha»end of the
~ Examination Academic Year.
AR AL Ry xamination yp,
| { will be allowed to appear fpr the © or f‘ East oss
i Sfudf‘"; attended 75% of the total number of Lectures
sl R 5 iring the course.
Seminars / Practicals conduﬂteq during the

Eéch Paper will be of 100 Marks

R. 5242 Intake Capacity gy
| Duration of Lectures : Eight Hours per week

R. 5243 Teachers Qualification : Post Graduate in Law o,

- Graduate in Law with five to ten years teaching

experience or five to ten years professiona| / service
experience in-thef subject of Law :

R. 5244 Standard of Passing : 0
| 8) To pass the Diploma examination a student muyst
- obtain 45% of marks in each Paper and 50% in
aggregate | [
b) Candidate who secures 50% to 59% marks in
aggregate shall pe declared to have passed the

d) :h °V© Passed the EXamination in the First class
:hadditson to .(a) (b) ang (c) above. & can e ats
O Secures 799, and aboye Marks in aggregate

shall be declareq ¢
: © have Passed the Examination !
with Distinction_ R fom Q%-—-




petails of Papers

paper-! : Basic of Computer and Cyber Security
paper-H - Information Technology Law (Cyber Law)
paper-iii . Cyber Crimes and Investigation Procedures

paper-IV  : Practical Training / Field work




PAPER |

1

~
Py

3

4
GRADUATE DIPLOMA IN

»0S T ) |
cyLLABUS FOR POS O TION TECHNOLOGY

0
CYBER LAW AND INF

yber Security

Basics of Computer & C
. {Total Marks : 100)

' of Computers, Areas of Apphcat'lon |
"“S“"ths and its components, Application Software
Compule I

and System Software |
introduction to Operating System
Basics of Networks and internet, Types of Networks,

— ity
Definition of Cyber Securi | |
Search Engines, E-mails and WWW’, Working of

internet, Internet Service Provider, IP Address, Working
of Email System, Domain Name System, Blogs, Peer
to Peer sharing

Cryptography, type, Goals, PKi
Digital signatures and electronic signatures, Electronic

Payment system and Taxation.

Computer & Cyber Security :

8. Types of Attacks,

b. Network Security

C. Overview of Security threats.
Hacking Techniques,

Passworg cracking

Insecure Network Connectiong,

Malicioys Code
Concept of Fire Wai Security M
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12.

Techniques

5

,9;. m security: Web Security: Web Authentication,
SSL and SET

~ Database Security

Operating System Security

. E-commerce & M-commerce Security

13_. Advanced Computers, Network & Mobile Security
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Cyber Law
| it - Information Technology Law (Cy )
PAPFER | (Total Marks : 100

Evolution of the Information Technology Act, Genesig
% Vol AL

) acessit '
gng ”: featjras of the Information Technmogy
2. Salie

Act. 2000: various authorities under iInformation
Tecf;no!o'g;r Act and their powers.; Penalties & Offenceg

amendments |
impact on other related Acts (Amendments) ;

(a) Amendments to Indian Penal Code.
(b} Amendments to Indian Evidence Act.
(c) Amendments to Bankers’ Books Evidence Act.

(d) Amendments to Reserve Bank of India Act.

4. Cyber Space Jurisdiction
(a) Jurisdiction Issues under |T Act, 2000,

(b) Traditional Principles of Jurisdiction
(c) Extra Terrestrial Jurisdiction
(d) Case Laws on Cyber Space Jurisdiction
5. E-commerce and Laws in India
(a) Digital/ Electronic Signature in Indian Laws
(b) E-Commerce: Issues and provisions in Indian Law

3.

oL

(h) Cyber‘Regulation ‘
| ‘ S @”%\
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6. Intellectual Pmpmty Rights, Domain Names and

Trademark Disputes
{(a) Concept of Trademark in internat £ra

(b} Cyber squatting
ké‘f? Qevérse Huyacking
(d) Junsdichon n Trademark Dispules
{é§ Copyright in the Digital Medium
(f Copynght in Computer Programmes
(@) Copynght and WIPO Treaties
{h} Concept of Patent Right
(i) Relevant Provisions of Patent Act, 1970
7. Sensitive Personal Data or Information (SPDI) in Cyber
Law
(@) SPDI Definition and Reasonable Security Practices
~inindia
(b} Reasonable Security Practices - International
perspective
8. Cloud Computing & Law o
9. Cyber Law : International Perspectwe -
(a) EDI : Concept and legal lssues
(b) UNCITRAL Model Law.,
Electromc Signature Laws of Major Countries
Cryptography Laws
Cyber Laws of Major Countries
EU Convention on Cyber Crime
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ocedures
cyber Crimes & Investigation Pr

ne.Cy .

i (Total Marks 100)

“ Forensic and Computer Crimes and types, (?flmas
oo c;mpumrs . Definition of Cyber Crime g
::ac;rg:\::::eg: related crimes, Classification & E.)ifferentiation
between traditional crime and cyber crime.

a Data Theft
b Hacking
¢ Spreading Virus & Worms
d. Phishing
e Cyber Stalking/Bullying
f. Identity Theft & Impersonation

g. Credit card & Online Banking Frauds

h. Obscenity, Pornography& Child Pornography
1. Cyber Defamation. Defacement,

|- liegal online selling & Gambling

k. Denial of Service Attacks

I Cyber terrorism

M. Software Piracy & llegal Down!
2. Reasons for Cyber Crimes.
3. Cyber Crime Mode

cading




Investigation of malicious applications
Agencies for investigation in India, their powers and

8
their constitution as per Indian Laws
8. Procedures followed by First Responders;
10. Search and Seizure Procedures of Digital Evidence
11. Securing the Scene, Documenting the Scene, Evidence
Collection and Transportation
a Dala Acquisition
b Data Analysis
c. Reporting
12. Digital Forensics
a. Computer Forensics
b. Mobile Forensics
c.. Forensic Tools
d. Anti-Forensics
13. Electronic/Digital Evidence : Laws & case Laws
14. International Organizations and their roles
a) ICANN
| b) URDP
! ¢) WTO and TRIPS
d) Interpol & Europol
e) Impact of Cyber warfare on Privacy Identity
f) Net Neutrality and EU Electronic communication
Reguilatory framework
g) WCAG
h) Social Networking sites vis-a-vis Human Rights
15. Case Laws : Indian & International Cases
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i Work
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 PAPER IV - Practica (Total Marks ,;
o the student will be evaluate
d by the -

‘ e « ‘ M-
The praect report submitl examiners during the practic

" Al )
ity by the internal and exie ¢ marks will be as follows
o K8 ' hation 0 <
> distribution t 80 marks
svaminaton The
a1 Dissertation . 20 marks

bt Viva-voce

RECOMMENDED BOOKS : e
Sﬁfoaaw & Cyber Crimes by Advocate Prashant Mali: Snow
Lyoes f ; ;

White Publications, Mumbai |
Cyber Law in India by Farooq Ahmad;‘Ploneer‘ Books; B

C&mputer Forensics: Principles and Practices by Linda V.O onmq
Reynaldo Anzaldua and Jana Godwin; Pearson Prentice-Hall

2007
Digital Evidence and Computer Crime, 2nd Ed. By Eoghan

Casey. Academic Press, 2004.

First Responder's Guide to Computer Forensics by Richard
‘Nolan et al; Carnegi Mellon, 2005. |

Guide to Cyber and E.- Commerce Laws by P.M. Bukshi and
RK. Suri; Bharat Law House, New Delni |

Guide to Cyber Laws by Rodney D. Rvyder; Wadhwa ang

Company, Nagpur | .

Information Technology, [ aw and Practice by Vakul Sharma:

Universal Law Publishing ¢, Pvt. Ltg
The Indian Cyber Law “
Law House New Dejh;

e

The Informat; |
Book Baprer 009y Act, 2000; Bare Acy. Professiona
B1ishers, New Delhj % LN
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Introduction 1o F orensie Science in Crime Investigatic Yy

Dr(Smt) Rukman, Krishnamurthy
List of Websites tar mupre mformation s available on Hitp

WWA Qar\,kpggtg:af 1t {Jhr;;gv!ﬂupﬁﬁtt)?;!}f‘i htrmni
The Re ifgtwuﬂ;\m;v by Antrew Murray, 20086,

Rutledge - Cavendish
e Computer Foren 5108 Handbook by

Scene of the Cyvberes
Syngress.
Security and Incident Response by Keith J Jones, Richard

Bejtlich and Curtis W. Rose

Note : All research Projects, dissertations & other rescarch
assignments are required to be in accordance with
the circular of the University of Mumbai dated
IS™ June 2018, no. Exam./Thesis/Uni/VCD/947 of
2018 and University Grants Commission (Promotion
of Academic Intergrity & Prevention of Plagiarism

in Higher Educational Institutions) Regulation 2018,
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